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Senate

Record of Committee Proceedings

Committee on Education

Assembly Bill 227

Relating to: the use of a person’s social security number in his or her student

identification number.

By Representatives Schneider, Boyle, Skindrud, Grothman, Notestein, Baldwin,
Hahn, Ziegelbauer, Musser, Gronemus, Kreuser and R. Young; cosponsored by Senators

Wirch and Schultz.

February 4, 1998 Referred to committee on Education.

February 25, 1998  PUBLIC HEARING HELD

Present: @) Senators C. Potter, Shibilski, Grobschmidt,

Darling, Huelsman, Roessler and Fitzgerald.

Absent: O Senator Jauch.

Appearances for

Rep. Marlin Schneider

Julie Wroblewski for United Council of UW Students
John Grabel for United Council of UW Students
Marvin Munyon for Wisconsin Association of Christian
Schools

Appearances against

None.

Appearances for Information Only

None.

Registrations for

[ ]

L4
[
L

Margaret Lewis for UW System
Dick Becker for DPI

Bob Burke for WEAC/WFT
Rep. Sheila Harsdorf

Registrations against

Norne.

February 25, 1998  EXECUTIVE SESSION




Present:  (6) Senators C. Potter, Shibilski, Grobschmidt,
Darling, Huelsman and Roessler.
Absent:  (2) Senators Jauch and Fitzgerald.

Moved by Senator Grobschmidt, seconded by Senator Darling, that
Assembly Bill 227 be recommended for concurrence.

Ayes: (8) Senators C. Potter, Jauch (by polling),
Shibilski, Grobschmidt, Darling, Huelsman,
Roessler and Fitzgerald (by polling).

Noes: (0) None.

Absent: (0) None.

CONCURRENCE RECOMMENDED, Ayes 8, Noes 0, Absent 0

Paul Rusk
Committee Clerk







Qctober 10, 1997

' Changing ID Numbers:
Social Security Numbers Cause Privacy Risk

Executive Summary

Background

Every UW System institution, except for UW-Green Bay, currently uses students’ Social
Security Numbers as their student ID numbers. Through this system, students’ numbers
become accessible to an unimaginable number of people. ID cards and ID numbers are used
in the libraries, dining halls, class registration, recreational facilities, class scheduling, and
general identification purposes on campus and in the surrounding community. Students who
have tried to change their ID numbers out of concern for personal safety are often actively
discouraged or discover that their school has no official guidelines about changing ID
numbers.

United Council has worked actively on this issue for the past three years. In April, the United
Council General Assembly voted to support AB 227, the Student ID Number Bill introduced
by State Representative Marlin Schneider (D-Wisconsin Rapids). If enacted, this bill would
prohibit the UW System Board of Regents, technical college district boards, school boards,
or private school governing bodies from using identification numbers that are identical to or
incorporate a student’s Social Security Number.

Requested Action
The Board of Regents should take a proactive stance on student privacy issues by instituting

a system-wide policy prohibiting the use of Social Security Numbers, or any permutation of
them, as student ID numbers.

Di ,

A recent article in the Wisconsin State Journal reported stolen Social Security Numbers as
the fastest growing form of fraud in the United States. An estimated 1000 people per day
experience the difficulties that go along with what is essentially the theft of their identity.
Since Social Security Numbers are used as identification numbers at insurance companies, the
department of motor vehicles, banks and credit institutions, schools, private businesses,
haspitals, among other places, they have become the key to acquiring vast amounts of private
information about a person.




In the University of Wisconsin System, not only are the numbers on student (and sometimes
faculty) ID cards for countless strangers to see, they are also used for posting grades, as e-
mail addresses, printed on dining hall receipts, and listed on campus election rosters. Students
in the system have already reported problems resulting from people gaining access to their
Social Security Numbers, including credit fraud. The potential for privacy invasions because
of the current ID number policy presents a significant safety concern for students.

When students apply for admission to the UW system, that application contains an
explanation of how their Social Security Number will be used (see attached sheet). The
explanation does not mention its function as a public identification number, and also assures
students that their number will only be released in the circumstances listed. Many students are
told, via their university handbooks, that they may have their ID numbers changed. When
students have attempted to pursue this change, however, they have been actively discouraged
and in some cases refused this right. Inconsistencies in policy increase the difficulty for
students as the try to protect their privacy.

While universities need access to the numbers in order to process financial aid, it is not
necessary to use them as general ID numbers. When Social Security numbers were first
implemented, the federal government specifically stated that they should not be used for
dentification purposes. The Privacy Act of 1974 further enforced the legal right people have
to protect private information and their Social Security Numbers. UW-Green Bay's
successful implementation of a new ID number system demonstrates that discontinuing use
of Social Security Numbers can happen. While a few schools have gone so far as to keep ID
numnbers off of the ID card, they still use Social Security numbers as ID numbers. Students
at every UW institution deserve to have their legal right to privacy protected.

Contact

For additional information on this item, contact United Council Women'’s Issues Director,
Julie Wroblewski at 608/263-3422.







United Council

of University of Wisconsin Students, Inc.

122 State Street, Suite 500, Madison, WI 53703  Phone: (608) 263-3422  Fax: (608} 265-4070

February 17, 1998

To: Members of the Senate Education Committee
From: John Grabel, Legislative Affairs Director

Re:  Assembly Bill 227

Assembly Bill 227, which seeks to protect students by assigning them an identification number other
than their Social Security Number, was passed out of the Assembly February 3. To date, the bill has
passed both the Colleges and Universities and Joint Finance Committees as well as the Assembly
without a dissenting vote.

As you can see, there is widespread support for this bill, which was amended before passing out of
committee to eliminate the majority of the costs associated with the original version of the bill.
Students and administrators have worked together to make this bill acceptable for all agencies it
affects. At this time we are unaware of any opponents to this legislation.

Students have been working on this issue for over three years and are excited about the possibility
of this bill being signed into law this session. This is an important step in protecting students’ rights
as well as their safety. We look forward to your support. If you have further questions, please feel
free to call me at 608/263-3422. Thank you.

Inter-Departmental Mailing Address: United Council, Room B-11 South, State Capitol
E-mail Address: UCOUNCIL@macc.wisc.edu
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Ay, WISCONSIN 22 North Carroll Strect
/A TECHNICAL COLLEGE Madson, W 52703
“é DISTRICT BOARDS con 3663430
ASSOCIATION, INC. Fax 608.266.0122

Paul Gabriel

Executive Director

February 20, 1998

Senator Calvin Potter
P.O. Box 7882
Madison, WI 53707-7882

Dear Senator Potter,

I understand that the Senate Education Committee will consider AB 227 at its February 25th
hearing. The Boards Association and WTCS staff have worked with Representative Schneider to
amend this bill assuring that a prohibition against using Social Security numbers in student
identification numbers: 1. will not take effect until 2000; 2. will apply prospectively only to new
students when the bill takes effect; and 3. will not prohibit the collection and maintenance of
Social Security numbers for legitimate purposes so long as they are not used as ID numbers.
Based on the amendments accepted by the Assembly, we do not oppose the bill. 1 will attend the
hearing but do not plan to testify. Ifit would be helpful to the committee for me to testify for
informational purposes, do not hesitate to contact me.

The Committee will also receive a budget adjustment bill briefing at the hearing. We support the
provision of $500,000 GPR in FY98 to Chippewa Valley Technical College through the
Wisconsin Development Fund. This funding supports construction of a technology training and
distance education center in Eau Claire’s Gateway Business Park. Both the Chippewa Valley
District Board and the local business community support this project.

Finally, we support a provision in the budget bill to extend the sunset to 1999 for the building of
technical college facilities to be leased to others. This change will allow a limited window of time
for Waukesha County Technical College to implement a project creating a new facility to provide
new and expanded training options for WCTC nursing and health professions students. The
facility would be leased and operated by a local health care provider identified through an open
RFP process. There would be no fiscal impact.

Thank you and best wishes.

Sincerely,
o

Paul Gabriel
Executive Director

Serving Wisconsin’s Technical Colleges






United Council

of University of Wisconsin Students, Inc.

122 State Street, Suite 500, Madison, WI 53703  Phone: (608) 263-3422  Fax: (608) 265-4070

Testimony of

John Grabel

Legislative Affairs Director

Student Identification Number Bill (AB 227)

Before the Senate Education Committee

~ February 25, 1998

Senator Potter, members of the committee, good morning and thank you for the opportunity to
address you today on the Student Identification Number Bill (AB 227). United Council fully supports
this bill.

As you heard in Ms. Wroblewski’s testimony, there are many dangers associated with Social Security
Numbers falling into the wrong hands, and there are numerous opportunities for this to happen on
UW campuses.

For the past three years, United Council has worked to educate students on the dangers of their
Social Security Numbers being used as their ID numbers and to help students on UW System
campuses understand their rights regarding the use of this number. As you can see, education and
awareness have not solved many of the problems associated with Social Security Numbers.

AB 227 is the first step in solving these problems as it would eliminate many of the issues associated
with identity theft on UW campuses. The bill before you today is the result of compromises between
the bill’s sponsor, Representative Schneider, UW System, and United Council.

The bill has been amended to eliminate most of the costs associated with the change. The bill passed
without objection from the Joint Finance and Colleges and Universities Committees, as well as the
Assembly. We are currently unaware of any opposition to this legislation.

Inter-Departmental Mailing Address: United Council, Room B-11 South, State Capitol
E-mail Address: UCOUNCIL@macc.wisc.edu
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The University of Wisconsin System

Vice President for University Relations
1708 Van Hise Hall, 1220 Linden Drive
Madison, Wisconsin 53706

(608) 2620766 FAX (608) 262-3985

il

February 25, 1998

TO: Members of the Senate Education Education
., P , Iy
FROM: Marﬁ Wis
4 /

RE: " AB 227 (Social Security Numbers)

UW System Position: Support

Assembly Bill 227 as modified by the Assembly, would require the Board of Regents to assign
every student a unique identification number which is not their social security number by the
year 2000. Currently, all UW campuses assign any student an ID number other than his/her
social security number who requests it.

The amendment reduces the implementation cost by spreading the cost over several years, and
applying the bill only to new students.

In the course of upgrading their computer systems over the next two years, all of the UW
institutions (13 four-year campuses, the 13 colleges and UW-Extension) can achieve the
desired privacy results by the year 2000.

Note that the social security number must still be collected pursuant to federal law for
employment, research, the new Hope Scholarship, and other financial aid purposes. The
social security number is also needed as a back-up method of identifying students or alumni
who may have lost or forgotten their new ID number.

Thank you for your favorable consideration of this legislation.

Universities: Madison, Milwaokee, Fau Claire, Green Bay, La Crosse, Oshkosh, Parkside, Platteville, River Falls, Stevens Pome, Stour, Supenior, Whitewarer,
Centers: Barshoo/Sauk County, Barron County, Fond du Luc, Fox Villey, Manitowse County, Marathon Counry, Mannerce County, Machticld/Wood Connry, Richland,
Rock County, Sheboygan Counry, Wishington County, Waukesha County. Extension: Otfices statewide,
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United Council

of University of Wisconsin Students, Inc.

122 State Street, Suite 500, Madison, WI 53703  Phone: (608) 263-3422  Fax: (608) 265-4070

Testimony of

Julie Wroblewski

Women'’s Issues Director

Student Identification Number Bill (AB 227)

Before the Senate Education Committee

February 25, 1998

Chairman Potter and members of the committee, thank you for the opportunity to address you today
on the Student Identification Number Bill (AB 227). United Council fully supports this bill.

When students enroll in the University of Wisconsin System, they are putting their trust in the state
of Wisconsin to provide them with a safe learning environment. The widespread use of Social
Security Numbers as Student Identification Numbers presents a significant threat to UW System
Students’ safety and privacy.

Social Security Numbers are used as ID numbers for an endless amount of records, including
medical records, citizenship, credit reports, bank accounts, driver’s licenses, insurance, and employee
records at private businesses. The increasing use of technology for keeping these records means that
once someone has your Social Security Number, they literally have access to your entire life.

When Social Security Numbers are used as Student ID numbers, the chance of someone gaining
access to the number is limitless. Students must use their number for everything from class
registration and checking out library books, to using computer labs and recreational facilities. On
many campuses, [ numbers are even used to post grades. Each time this happens, students’ Social
Security Numbers are available to countless other students, staff, and community members.

Students have already reported crimes resulting from this breach of privacy, including credit fraud
and stalking. These crimes are not isolated instances; statistics show that identity fraud (crimes
committed by illegal use of Social Security Numbers and personal information) is the fastest growing
form of non-violent crime in the country. -

AB 227, by eliminating schools’” use of Social Security Numbers as general ID numbers, will
protects students’ safety and privacy. We urge you to support this bill. [ thank you again for this
chance to speak to you.

Inter-Departmental Mailing Address: United Council, Room B-11 South, State Capitol
E-mail Address: UCOUNCIL{@macc.wisc.edu
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To Whom it may concern,

I am a UW Oshkosh student. When [ transferred to UW Oshkosh no one told me that [ could put a
different number on my student identification card other than my social security number. A student identification
card can be seen by anyone. When checking out a computer key students have to leave their card at the front desk
or when students go to the fitness center they have leave their ID at the desk. Students’ social security numbers are
also written on hall activity cards, computer cards, fimess center cards, and on a list that all CA's have. [ didn’t
realize the dangers of having my social security number on my student identification card until someone began
using my social security number to harass me.

At UW Oshkosh students register for their courses over the phone by using their social security number
and birth date. In the fall semester of 1994 someone had dropped the courses | had registered for the spring
semester 1995 and replaced them with courses that [ didn’t need. [ changed my courses back and the next day my

courses were changed again.

During this semester someone had also put my horoscope from a newspaper in my mailbox, wrote my

social security number on the chalkboard in my reading methods class and on a table in Stewart’s second floor study

lounge. Someone had also left messages on my door congratulating me on how well | did on an astronomy test. The

astronomy teacher had used the last four digits of our social security number when posting grades.

Also during the fall semester of 1994, a female student stood outside my reading methods class and my
astronomy lecture before these classes and frequently followed me back to the dorms after these classes. She did
this on a regular basis. Once in a while she would show up before or after my other classes.

Occasionally she made rude comments to me. For example, in the beginning of the fall semester 1994, [

tried an aerobics class and decided that | preferred running over aerobics so | quit going to the aerobics class. She
was also at some of the aerobic sessions that | had went to. One day she came up to me and asked me if aerobics
was too much for me.

When | decided to report the instances | felt like no one believed me. The only thing | could do was have
someone talk to her and [ was scared this would proveke her. 1 also didn’t have any evidence and felt like making a

report was pointless. So | never did file a report.




In the fall semester of 1995 the harassment started again. Someone had been putting in my social security
number in the computers at the meal lines in elmwood commons. The machines are put in the hallway at 3:45 p.m
and are left unwatched until 4:30p.m. when supper begins. When Mike James, the Director of University Dinning
Services, looked back at the reports, the reports showed that someone had been regularly putting my social
security number in the machine at 4:00p.m., so that when [ came to eat supper it said I had already been there. One
time my number had been punched in at 7:05 a.m. and at 7:16 a.m. in the same day.

I can’t prove who has been using my social security number to harass me but now this person can use my
social security number to apply for credit cards, magazines, etc. and find out all my private information such as
how much money [ make and what medicines  use. | have calle;! the IRS, consumer protection, and the social
security number office and all three places are unable to protect me form this harassment. All three institutions
could not believe that a school would be so careless to put social security numbers on students’ ID cards, computer
certification card, and fitness center membership cards, etc. When [ talked to my credit union they also couldn’t
believe a school would actually put a students’ social security numbers on their ID cards for everyone to see.

People don’t realize the dangers of having their social security number on their student identification card
until something bad happens to them. [ realize that it would mean extra work for schools to put another number
besides the social security number on students’ identification cards but isn’t a little extra work worth protecting
someone else? [ think it is time for people to start looking out for one another instead of looking to see what is
easiest for them. Schools need to stop putting students’ social security numbers on their identification cards so that
no one else has to go through what [ have.

Thank You.

UW Oshkosh student







State of Wisconsin

1997 Assembly Bill 227

Date of enactment: April 17, 1998
Date of publication*: May 1, 1998

1997 WISCONSIN ACT 128

AN ACT 1o create 36.11 (35), 38.14 (14) and 118.169 of the statutes; relating to: the use of a person’s social security

number in his or her student identification number.

The people of the state of Wisconsin, represented in
senate and assembly, do enact as follows:

SEcTION 1. 36.11 (35) of the statutes is created to
read:

36.11 (35) STUDENT IDENTIFICATION NUMBERS. The
board may assign to each student enrolled in the system
a unique identification number. The board shall not as-
sign to any student an identification number that is identi-
cal to or incorporates the student’s social security num-
ber. This subsection does not prohibit the board from
requiring a student to disclose his or her social security
number, nor from using a student’s social security num-
ber if such use is required by a federal or state agency or
private organization in order for the system or the student
to participate in a particular program.

SECTION 2. 38.14 (14) of the statutes is created to
read:

38.14 (14) STUDENT IDENTIFICATION NUMBERS. The
district board may assign to each student enrolled in the
district a unique identification number. The district
board shall not assign to any student an identification
number that is identical to or incorporates the student’s
social security number. This subsection does not prohibit
a district board from requiring a student to disclose his or
her social security number, nor from using a student’s so-

cial security number if such use is required by a federal
or state agency or private organization in order for the
district board or the student to participate in a particular
program. .

SECTION 3. 118.169 of the statutes is created to read:

118.169 Pupil identification numbers. A school
board, and the governing body of a private school, may
assign to each pupil enrolled in the school district or pri-
vate school a unique identification number. The school
board or governing body shall not assign to any pupil an
identification number that is identical to or incorporates
the pupil’s social security number. This section does not
prohibit a school board or governing body from requiring
a pupil to disclose his or her social security number, nor
from using a student’s social security number if such use
is required by a federal or state agency or private orga-
nization in order for the school district or private school
to participate in a particular program.

SECTION 4. Initial applicability.

(1) This act first applies to students who are first en-
rolled in the University of Wisconsin System, a technical
college, a private school or a school district on the effec-
tive date of this subsection.

SECTION 5. Effective date.

(1) This act takes effect on January 1, 2000.

* Section 991.11, WISCONSIN STATUTES 1995-96: Effective date of acts. “Every act and every portion of an act enacted by the legislature over
the governor’s partial veto which does not expressly prescribe the time when it takes effect shall take effect on the day after its date of publication
as designated™ by the secretary of state {the date of publication may not be more than 10 working days after the date of enactment].
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I would be happy to tell you what happened. Over this pa
card company called me and told me thaat my bill was five
asked them how that could be, because I had not received
stating this. When they told me the balance on the card
card was not mine. I asked when the card was issued and
They told me it was issued in April of 97 and sent to my
The
address they sent it to was from my second year here. I
in
almost a year when the application was filled out.

From a near as we can figure someone with access
number was able to access the information needed to fill

and recieve the cards.
Any other questions feel free to contact ne.

Jeff Anderson

st summer my Credit
months past due. 1
a billing statement
I realized that the
where it was sent.
old dorm address.

had not lived there

to my social security
out the applications

[Printed for Julie Wroblewski <ucwomenfmacc.wisc.edu>
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Social security number un

gy Mike Beacom snd Kris Wagner
Eorros Ln-Creer News Eorrox
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Everyone's lifc @ depeadant upon wcurity o wday’s
journcy through & {ast pastc economy A fox of reconds,
wcluding high secunty records such as ¢ paticnt’s modi-
cal Nistory, €an be sccensed by entaring ¢ fow bi of =&
formation into « Ty R’y datsbase. i *é

However, what if dhose arucial bas of nformaton could
be oblained by anyoac, cspecially o potentially danger-
out individual?

An individual knowng e imporual peece of informa-
taa, ke & social socuney number, could kad o dcgumen
wl effects to anodher’s perional wcurtty Followwng an
Amcrican ciizen troughout their whole wocking carcer &
Locis! secunity number can be onc tey clement in obtan-
ng resncted records.

Weh this it mind, two Poinfer FEPOTIETS 16T oWt (0 1e¢
o they could get s certain individuat's social wecwr iy aum-

VoLUME 40 No. 15

ber and thea what records dhcy could retrieve with i in s
matier of no time & social tocurity auraber’ was obained
Buough & tisting of class grades.

{a stmost cvery building spoaed scross campus & list
of social sexurity aumbars exist. {adividusls have the op-
kampkk-nnémmbaoﬂdnpoadvdh«
waich someone scan for their grade. Not only sre socis!
secunty aumbers dorting the university, but dwy arc aiso
mandafory infokmation on other papers X & ’gisoatioa
foems, grede ceports, and scan-on test sheets.

After scquining the ine dighl aumber, 4 speiag sched-
wle and an unoffical Granseapt were rericved withn two
days Medical records could have been pickod up with
wmwo{hfmumwmuo«mm
tron the diffieulry of getting s birthdate whea Zx scoessi-
bibity of tocal security numben docsni't appear to be s
chatlenge The Poinicr decided not o regicve the medical
records based on the salcty omﬁw‘ wvolved.

Turo picces ol peronal infer ety the pos-

sulity of getting medical recocds placed on our desk rased

10,133

locks doors of privacy

1ome enoanous qusions reeurdung the sccessbiday of
persona mformarion snd the policics used by admunaus
o in raattery of sudert fecoed security.

It s clear many sdminiTion were unaware of the
ek of socury cross-checking being used by thew em
ployees. Devd Eckhokm, UW.-Stevens Pout's Duector of
fegistration end Records was surprised to find out it
office gave out & schodule ind 3 non-ofTicial raucngt 10
the wroag o

“I'm nok fappy about that,” 1aid Eckhotm “I'm
surprised (the reporter) was able to do that, | thought w¢
were asking for same, social security aumbder, buthdate
and curreat address.”

The sbiliey to sccens records with just one Aumber
wis slso eyc-opening o Chancellor Tom George, =ho
cou 1 not believe & prcture [0 was no¢ requued

“ti's beyond me that just with that aumber you can gt

i this safl. Um purrted that no otver {3, your deiven

Ste PrivacCr 0w Pace 14

Privacy
Contisuto Feow Pace

Scense of studear 10 would be
wsked for  waid George Wealt
have one {an 1O} 7

£xtholm docs agree that s
cursty thould not be oveclookcd
but fecls 100 many «dentification
checks can be & auimance (0 the
srudent body

“{f we start (0 put (0O My
barticey i (roat of students. wc
trec e Sess of & service and more
of 1a impedunent.” s Eckhotm
“Most people doa’t go 1wound
memon trag o< il securty num
bers ”

Gearge anoted that medicat
tecordy src and should be <t
tremcly sccucc, but a swnple (rip
10 the health center wn Oclzelttiall
proves s wudent’s heatth carcrc
powts are not as vacred as George
~ il el ve

A healih record relerse form
sequires o sudent’s socral oy
oty number birthdate mnd gns
e Mo pscture ) ws asked for
e can find out HIV testresuite
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ptete medical hoaory

DOwector of University Health
Scevices and the Lifestyle im-
peovement Program Bill Heatter
stated that several workert hive
ended seminart on the cusen:
al need for secunity when han-
dling medical recocds The heaith
center has also thought of unple-
menting & progrrm that would
bang the students picture {0 up
on & screen when requestuig medi-
cat information, but the program
has only been coasidered

$o is the univeridy dowg any-
thing sbout the problems of -
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Safeguards can reduce
chance of a problem

The security of your Social Se-
urity number is endangered.
An acquaintance recently en-
:red my name into a computer
earch program and came up
7th not only my Social Security
umber but also the confiden-
al numbers of my wife, the
‘Tevious owners of our house,
nd'eight tenants of a duplex we
ented seven years ago.

Jerry Kleczka, a congressman
rom Milwaukee who recently
roposed a law to protect per-
onal pnivacy, says his staff
nared his Social Security num-
er in less than three minutes
‘N a commercial data base.

For years, only privacy advo-
ates have been sounding warn-
ngs m%&:m» pervasive use of the
une-digit, government-as-
igned number for everything
rom medical patient [Ds to
rivers licenses. That number —
atended only to help trace indi-

. viduals’ lifetime earnings and .

benefits — is now the combina- .
tion to a locker that’s filling up
with intimate details of our
lives.

Alarm over the issue is be-
coming more mainstream. The
latest issues of both Kipplinger's
and Money magazines include
articles on protecting your fin-
ancial privacy. In a Money sur-
vey, 88% of 550 Americans
polled expressed concerns about
such matters.

From last October through
May, the federal government
logged nearly 4,900 complaints
of Social Security fraud, more
than twice the number received
in the previous 12 months.

The Social Security Adminis-
tration did little to allay such
fears when, a few months ago, it
used the Internet to display fin-
ancial data on millions of Amer-
icans. After public outery, the
agency pulled the plug on the
service.

And though both federal and

" MoneyMatters
2/ o f o 1

o

Wisconsin lawmakers are enter-
taining restrictions on the use of
Social Security numbers, both
also are considering expanded
use of the numbers. Carole
Doeppers, Wisconsin’s one-time
privacy advocate, has found
measures in the proposed state
budget that Eocwa require So-
cial Security numbers for moms,
dads and kids on paternity pa-
pers, as well as for couples on
marriage licenses and divorce

filings.

“The dragnet goes on,” says
an%vmwm. head of the Wiscon-
sin Data Privacy Project for the
American Civil Liberties Union.
“There’s just a bunch of mixed
messages here, and it's getting
worse.”

Instead of waiting for the gov-
ernment to protect us, we can
take some safeguards ourselves.
For instance:

Keep it to yourself. Don't
carry your card with you. Never
give your number to someone
you don’t know, especially over
the phone. When asked for your
number on an application, ques-
tion why. For information, see
the privacy site of the Computer
Protessionals for Social Respon-
sibility.

Watch the trash. Destroy
documents containing your So-
cial Security number and other
financial information before
throwing them away. Crooks
looking to steal your identity
aren’t mm:mm:.. sifting through

LCLicu

SU 8 /97
your garbage for data,

Check the record. Every othe
year or so, order an earnings
statement from Social Security
showing how much you've paic
in to the system and what you
can expect to get out. That's a
handy planning tool and can
show you whether someone els.
B%Z be using your number. Tt
oraer, call (800) 772-1213 or visit
WwWWw.55a.80V,

Computer Professionals for Social Re-
ubo:r.v:\aw.. WWW.Cpsr.org/dox
ome.htmi

Write to Joel Dresang c/o Milwaukee

Journal Sentinel, P.O. Box 371, Mil-

waukee, W/ 53201, or jdresang@on-
wis.com

Joel Dresang appears regularly on
“Dollar Signs” at 8 p.m. Fridays
and 1 p.m. Sundays on WMVS-TV
(Channel 10) as well as at 1:30 p.m.
Sundays on other public TV sta-
Hons statewide.
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Columbia
tries to cool

sell-off talk

New York Times

Columbia/HCA Healthcare
Corp. has received expressions
of interest from a number of po-
tential buyers of portions of its
business, but it is interested
only in selling its home care o%-
erations, the president of the
company said Friday

Inanintero 0w vt

Generac plant to employ 100

By PavuL Curonis
Special to the journal Sentinel

Generac Corp. will build a
135,000-square-foot plant in
Whitewater that will eventually
employ 100 people, the compa-
ny announced,

Dawn Tabat, vice president of
human resources at Genecrac,
said negotiations to buy land for
the plant are ongoing. The
building should be ready for op-
erations by the beginning of
next year.

The Whitewater assembly
plant will be Cenerac’s fifth ox-

Some workers will be trans- i
ferred to Whitewater from the |
company’s other plants in Wau-4
kesha, Jefferson and Eagle. ,
“There are lots of openings
available right now at all threp
facilities,” Tabat said. “Some g
the new jobs will end up in g
Whitewater.” ,
Generac makes portabligh
mm:mnﬁoam for home use :

arge standby power systems| n..n )

commercial and industrial used

f
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Thieves use
technology to
steal identity

Data services under fire

8y Stacey Singer
Sun- Sentinel, Fod Lauderdale )

Witliam Dwyer lost his identity in 1994
1t a Hollywood, Fla., used<ar dealership
16 which he had never sct foot

- That year, suthorities told him, some-
oac at the dealership probably dialed nto
the Equifax credit reporting bureau and
rifled through electroaic credit reports,
loaking for 2 good target

The thief settied on Dwyer, an aero-
space engineer for NASA in Houston He

copted Dwyer's private information qnd
-l sold it to a Nigerian

organized cnme nng.
“They got my Social
Security number, and
they were off o the
races.” Dwyer said.
Dwyer became vic- i
tim of one of the

They usually
get away with
t=—andit
fuins people’s
credit for the

E i fastest-growing crimes
QS( 2‘ their in the nation — iden-
fixes. Lity theft

= EdMadge Over the next four ’
-Broward County years the personal
7= Sheriff's Office  data about Dwyer and

s his wife, Sandy, were
dsed to obtain 42 credit cards. The impos-
v6r Dwyers racked up charges throughout
Sguth Florida totaling $33.000. They
Galight everything from gas 1o groceries,
Yéaving bill collectors o hound the real
ers.
[lv?he ordeal came to an end this year,
Duwyer said, after the coupte filed suit
agatnst more than 20 creditors for negh-
gence n issuing the cards
- “people don't believe you. Duyer said,
UThat was the worst part They treated
Jou hke you were some sort of real, stick ;
C ok
9.5‘2\‘-'\lh 3 Social Secunty number and a i
Tew facts, thieves can appropnale identi- i
fies to apply for driver's licenses, tele-
hone service, car loans and charge cards,
oruo steal benefits such as pensions and
Séc\a\ Security payments By one industry
o

|
Please see IDENTITY, Page BA |

A

Identity
Contruss hom Fage 1A

estimate, sbolt 1,000 people & day
in the United States il victim to
the cnme.

As persoasl (nformatios be
comes easier to disseminate vis
camputer, tad more widely avail |
able ta criminais, pollticlans wre
caling for new privacy protess
1ont

They ractude bianing the ssle
of credit headers, the tdeatitylng
dats uied by credit rating OGrexs,
prohibuting the ssle of Socisl Se
cunty numbers snd making iden-
aty theft 3 1pecific ledersi crime

1n early August, Prestdest Clia-
ton signed a refsted law barriag
\nternal Revenue Service employ-
ces {rom snooping through tax
fites without & legilimate resson.

But South Florida police say it
may be impossible to stop identity
thgft. which they say has become
sy commonplace as pickpocketng

As politicizas debate solutioas,
they re looking to the firms profit-
1ng from personal data

[ Thote companies range f{rom
Attanta-based Equifax ta Data-
base Technologies o Pompano

Besch. Fla Feeling that glare, the
firms argue that the beneliy they
provide, such a5 easy credit end
fraud-fighting teoly, (ar outwelgh
the risks of insdvertenty sssisting
identity thieves.

"Police say the crime of stezling
someone’s name and credit is so
coinmon that officers cap do title
exgept shrug .

,‘}thn s report comes in about
untauthorized utility hookups or
¢harge<and applications, they (ile
the crime report and hope & lesd
drops out of the sky, said Ed
Madge. who supervises the eco-
namic crimes unit for the Bro-
ward (Fla) County Shenifls
Office

. Unless the criminal 1s caught
(L the act oi;‘uinx the frauduleat
documents, the cost and effort of
an investigation i3 oo much for
the scale of the nonviolent crime,
police say

“They usually get away with it
— and it ruins people’s credit for
the rest of their lives,” Madge
sq1d

Threves obtaia personal data io
many high-tech  sad  Jow-tech
ways, he sad

Some thieves have stolen bills
from 4 home maiibox or pulled re-
rripte from the garbage Some

nifte through pubbic rc’cordsv o;
msuse their access o credil by
€sus such a5 Equifae and 2 simy
it newer indusiny known as the
individuat reference. or “look-up”
sefvices These services comptle
d!}nlcd dossiers on people. from
baying habits to driving rcv:o‘rds
tlookup services have
gs‘;‘en!m e most controversy,
#FOr 2 fee companies such ag
Uiw  Leus-Nexis, Axciom,
i tnc and Database Technolo-
Inc sel! data about a2ayone in
e United States Their custom-
e\ include collection agencies
prfvate vestigators and pro!pe<:
tibe employes
“Diat can nclude information
sath xs Soctrt Secucty numbers
36 well as detarfed deseerptions of
;Lfcu purchasing patteras snd
anything avidable electronically
itm.(jcugh pubitie recarnds
The peabies they devetop are
uged by 13« enfoceement, peivate
ravestizatacs journalists,  busi
nefses daing  employee  back.
g:qund checks {inance companies
vetyIng secords il collectort
(bf(hnz for zvsats. and more
CEred fosepn a Pompano Beach

private investgator, uses hs ac
cess to Database Technologres for
nearly all of his {avestigations.
whether i'n (or & business owner
looking Into s potesntial partner or
tuture in-laws checking up oa &
prospective bride.

The loock-up service charges
$1.50 ¢ mlaute. A person’s profite.
complets with Social Secuny
number, latest sddress, driving
bistory, professicast licenses, fun
awnerthip, car owaership and in
curcerstion history costs between
$15 and $30.

“{ might order s criminaf re
cord or » driviog record, | might
pult up past sddresses or see W
they cwn 1ay resi estate or boals,
see what kind of cart they dnive”
Joseph said “You caa run but
you can’'t bide.”

As members of tha public leara
of fook-up services, they're pro-
testing, asking for their names o
be removed (rum databases sad
alerting their congressional rep-
resenlatives.

Last year, three senators asked
the Federal Trade Commission o
investigate the lodustry sfer
growing concerns aboul misuse of
the dita tirough identity thel
Sen Disnne Felusteia, D-Calif,
wis outraged whes ber stafl suc-
cesstully pulled her Socisl Secu-
rity number from the {nternet in
three minutes. A report s due
fater this year.

Felnstein isat walting In April
she introduced & bill 1o bar the
sale of credit headers and (o pre-
vent state motor vehicle departl
meats from disclosing Social
Security numbers.

. "We don't know where this in-
formatlon is golng, or how it i
being used,” Feinstein ssid as she
introduced the bill, dubbed the
Personat Information Privacy Act
of 1991 “These records can be
disseminated around the world in
seconds.”

The took-up industry insitts 1
members can police themselves.

Most refuse to sell to customers
whao don't have an obvious profes-
siossl use for the informalion,
such a3 lawyers or Jourpalist.
Othery require users 1o sgree to
the responsible snd legal use of
the data, sithough they dona't track
their use.

Above sli, 160k-up servicet xay,
they serve 3 enormous need 1n
today’s fast-moving, discannected
society. helping repulatort and
police fight fraud and find missing
persons. They assist Joumnstists’
investigations and help single par-
ents find ex-spouses behind on
chifd support

One potice department found
an abducted cheld. thaaks to re
sources sotd by Datadase Technol
ogies. the company repors The
aoncustodial parent had gone 1nto
hrding with the child — yet the ad
dress turned up tn the database

And the Association for Chil-
dren for Enforcement of Support
fnc . known as ACES, reports 2 90
percent  success  rate  focating
deadbeat parents uting the P-
TRAK service of Lexis-Nexis

[f government tries to restrict
look-up services, & group of the
services warned (n 1 paper pres-
ented to the FTC in Jup:e_ p(hcy
will xssert Ferst Amendment free
speesch rights

TFhey cant stop M — we're
using public records.” 1d Ceorge
Bruder spokesmin for Datsbase
Fechnolagies The indusey says it
can and 15 policing el

Since Fernstela’s dall eanly
bought her Socts) Security num-
ber, the campany responsible,
Westlaw, hai made it much more
difficult to sccess i databases
onliae,

And sfter protests erupled last
yesr throughout cyberspace over
Levis-Nexly P-TRAK service, the
campany responded [a [wd wayy
it naow slows people (b see their
own reparty far sbout $10, com-
psced to the $80 it mormaily
charges s customers, snd it ne
loager seils inlormution with com-
plete Social Securily numbers

Still, people‘s deep-sested lear
of fook-up services i3 justified, ar
gues Beth Civens, directar of the
Privacy Righu Clesringhouse,
bated in Catifornia, and suthor of
“The Pnvscy Right Handbook:
How to Take Coatrol of Your Per.
sonal Infarmation™

Her group has tracked severs!
cuses of people being Seaied jobs
because of a shoplifting or
drunken driving charge in their
past — sometimes, in error. One
of those was Broati Kelly, a ten:
potary department store worker
in Temecula. Calil Unknown W
him, a person who found Keily's
missing wallet was csught shop-
{ifting. The thief presented Kelly's
1D as his own.

For the next four years, Kelly
could not find work st snother de-
partment store, snd he didadt
know why Finally one store told
him: & shoplifting incident sp-
peared on hls background check

Today, Kelly s suing the look-
up service, Stores Protective Asso-
ciation of Califarnia. The cise is
expected (o go to trial in October.

ot an anvinble anguvtey
the Amencan public,” Cye€0
thd lf someonc makes & J¢C°
Hion shaut you, whether by b’
anee o employment, you have N0
ability to know what they used
base that dectslonon™

She wents fook up sernces
nolify people when tnformatior
tought sbout them, sad to V€
thewm the opportunity to corict!
damsging crvort

The fodusley woat velununth
to Uhat far, Kaying it would be 190
costly Bul it hias vowed W educdic
the public sbout its resources 09
s rote [n b remarks Lo the FTC
the look-up taduttry slso pro™
f3ed o “protect sgsinst the m't
use of the information” snd v
ke reasonsbie steps” lo ensufc
WS sccurecy.

Where childrea ere concerncd
it promised oot to sell nonpudlic
information, sueh a3 Buying Bib
s, without parents! consent

The Industry srgues that 100k
up services will belp fight dentity
theft in the loag run, aot Incredsc
i, primacily by giving lnvestifd
wrs 2 vaiuable search tool.

“ta reality,” the industry !¢
the FTC, "eliminating o sharply
restricting  individual reference
services would not curb Identity
frsud. but instead would perm:t
to continue with one less Lool for
preventing of stopping L™

In Dwyer's cuse, it took a 5¢
cret Service Lisk farce, investigdt
ing the Nigerisa ring and othery
L uncover the fraud sod explain
@ him what happened tw his éto
len ldentity,

“A person who hus this happer
6 them is totally innocent You're
just walking dowa the streed and)
just its you,” he 13id “And ther
nobody believes you




E
-
<
N
[osieg
)
s
—
£
ép
Z
e
oD
Z
Q
)
3%
W




(Y

$ < G =5 ey
o {f?\‘(;?'-““}"‘ﬁ T Tk

TR S A Ta LTV

O e T

e i T 9

Using social security
numbers for identification

can be a dangerous policy

I

AMY GLASER

Neus Reporter
[ e

Fvery nme a Blugold card 15
shown, & valuable piece of informa-
non 3 drsplayed and, b musused.
could make one’s tife dafficult

it < not the quahty of the priufe
which ome students find lacking.
s the wwent
cecuiity auibet

Spudents fave a
provlem with unt

.| think we
should get a

purposes, and many people have
access to them, Wroblewski said.

~Using SSNs as in identification 1s
convenient because s easy not
having to memorize another num-
ber. But | can see where it could be
dangerous because that is you iden-
tification to the govemmenl.“ sopho-
more Sarah Hatele said

Medical and
\nsurance records.
financial aid. alt
credit and financiat
records. class (eg

Vst~ \I>|l\g
soctal LeLurnty different system tration and
nuntbers ds wlenae numerous  other

fication numbers.
L=ung  them o0
student 105 and
professors using
them w post
grades sad fube
Wrioblewske,
wonett 8 Issues
Jirector tor United
Couurit who han
dlew student priva
O ERSUYS
Ao can
catloup adocon
frpatt 4 prede ol
tori teon abeut
e codent and. o dong s Zain
fess (o the soctal securnty aumbers
CEING A well as obtamag other
storaratnet, ke 3 breeh date which
nakes st cvent gaser (o comnyt
frant, She sod
fhere ~ o potental probitem ahen
Gang v SN o whentilic s pat
S e op 3 absed o oapany

because they
(people) can
get personal
information

about you and
really mess

-Meagan wiederhoeft
freshman

(hings are Jccesst
hle with vour SSN,
Wroblewsks said
UwW-Eau Claire
uses SSNs for tden-
uhcation and has-
Wt had a problem
50 tar but s look-
ing o changing
the policy. Student

i Boudv Presudent

th|ngs up' Kevin Gatzlaff
sand

We are aware

ot the potental

problem ot ustig

SSNs tor wlenpicaton purposes and

when the Blugold vard 5 S 1S

updared ihe near tuture s will

be taken MO constderanon he
sawd

o thuak we should get 1 diterent

* <on SOCIAL SECURITY, tv a2

Homecomn
ew probl

15 underage drin

Steve Hyoen
News Hduor

e e

The charge: students were out ot
control during homecoming wecekeitd

The verdict according to campiis
and oty pohice: not guilty.

“(lt was) 2 fairly good weekemd -
said Lt David Sprick of campus pohce

Campus police dealt with 3t cases
during homecoming weekend.

About 15 of those were underage
drinking citations, and about (& were
A AR TSI
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SOCIAL SECURITY o
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Students have option
to change ID number

'

[STCUCIVENSREAINN L Laiy et penondl
and tvdliy IMEss
SEN, avadabie o

Meagan, Waiedernoeft
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SEN s haven't
Dut students al
Oshkosh

civen Bay
noto a b
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was slalked
SN om o a
druppred hed
about her
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grades, Hher extracurnicular  aerubics
Class and other inlormauon tha couhd
only De  known  1rom ner o OSSN

Wroblewski said

A siudent at Platteville s sty ol
problems from someone sluaiing s 1D
card and openming up Charge acounis
commutung other traudulent acis,
sard

The most frequent abuse 1x somewi
using o stolen SSN o apply fug a credit
card of charge account Wroblewshe said

“Peopie can also apply for a dnver’s
Lcense, car loan and steal benel L el
sion and  social security pay ents,”
Wroblewski sad

Although »chivols need SSNs for put-
poses suth as {inancial ad, the numbers
are protected by ihe 1974 Privacy Act
Wiobiewski sand

Wroblewski suggests siudents change
their ideatiicanon number and be shepti
cal about giving then SSN 1o anyone

“Once you give 1l DUl 1o tie wiony peu
son,  could make your hte veyv d cuht
and hard 1o straighten vul.” Gatvlan sad
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” HOMECOMING from page

City police hs
patrolling foo

Captain Jerry Matysik of
the Eau Claire Cuy Police
echoes Spnick’s postlive com
ments

"We  were real pleased
with the homecoming week
end,” Matysik sand Tl eveny

\ homeconung were like this

one, 1t would be gieat
said

Matvsik sand police B
vally deal wuh loud parties
vandahsmm  and  underage
drinking duning hoinecoming
weekend

“There weie 3 fot muoiv
people out there than 1ol
mal,” he said "Obviously wy
had a lot ot alcohoi-related
incidents

To deai with the greaiel
number ot students
pohice had extra officers vi
patrol

There were four extra oftt
cers working “party squads
Mong with two extid supeivs
sors, Matysik said

When the pohce are ai

he
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Fox inside

Putman
Spotlight
Page 3

Career
Corner
* Page 4

Guthrie per-
forms in
Oshkosh

Page 5

Who are we
crying for?
Page 6

October 15, 1997

Photo by Craig Trost

Jodi Rosin kills another ball en route to victory over
UW- Mannette The team won 15-6.15-6. 7-15. 15-1

olume S, Number 4

RIGHT TO PRIVAC

Craig Trost
Business Manager

Imagine if someone could find
out where you live, your class sched-
ale. access your e-matl account. medr-
cal records, and vour {imancial aid m-
formation all withim a nuter of eane
ptes  Phis isn tscience botion s
the computer age Welcome!

The Uarversity of Wiscorisn-

Fox Valley currently uses social secu-
rity numbers (SSN) as student identifi-
catton ([D)) numbers Tlus pumber 1s
used for registration, financial aud, e-
mail. and Library use on campus. Off
campus your SSN s used for medical
facthities, bankmg, credit card compa-
nies, e

fravine f your wdennity could
he stofen hs became reahity for one
student at the CW.Plattiey de. whose

|
Y

SSN was stolen and someone opened
credit card accounts using it.

In the fall of 1994, a student
al UW-Oshkosh was statked because
a fellow student gamed access (o het
SSN ifer classes were cancelled and
unnccessary courses were added e
horoscope appeared m her mattbox
Meals she duln teat were charged to

See SSN Page ?




Fox~Times

SSN: UC fights for students

Continued from page |

her dining hall account. One day she
found a congratulatory note on her door
after doing well on an astronomy exam
where her professor posted grades us-
ing the last four digits of students SSN's.
“I don’t agree with it (using
SSN’s as student ID numbers), says
Michael Wochos, student association
president. “It violates our privacy.”
Under the Privacy Act, stu-
dents have the right to have thir [D num-
ber changed to something other than
their SSN. This occurs rarely because
students either aren’t aware of the mag-
nitude of this issue or they don’t know
how to get their ID number changed.
SSN's are used in the Student
Services Office to access students files.
To have your ID number changed to
something other than your SSN, make
your request to the Student Services
Office and they will porvide you witha
new ID number. To have your SSN re-
moved from your [D card, go to the li-
brary and request an new [D number.
Your new card will be ready, at no
charge, within a few days. To have your
e-mail password changed, go to the
computer lab and ask a lab assistant.
The one problem with the cur-
rent system is it can only handle one stu-
dent ID number. For students who are
receiving federal financial aid this cre-

arn MONEY an
FREE TRIPSI!

® Absolutely Best SPRING
BREAK Packages available!]

@ NDIVIDUALS, student
ORGANIZATIONS, or small
GROUPS wanted!!

Call INTER-CAMPUS
PROGRAMS at:
[-800-327-6013
<Or_
http://www . icpt.com

ates a road block. Because federal
finacial aid requires using SSN to iden-
tify students, those students receiving
aid are stuck with their SSN as their ID
number and thus helplessly exposed to
SSN fraud.

Fighting on behalf of students
is the United Council (UC). The UC is
comprised of student government rep-
resentatives from all schools in the UW
System as well as seven full time staff
members. On April 19, the UC Gen-
eral Assembly voted to support Assem-
bly Bill 227 which will eliminate the
usage of SSN’s as student ID numbers.
The bill is currently being discussed in
committee.

“We are encouraging students
to request their student ID numbers be
changed,” said Julie Wroblewski, UC
women'’s issues director, who is head-
ing the push for student ID number re-
form.

In 1995, Money magazine
listed SSN theft as the fastest growing
form of fraud. A recent Wisconsin State
Journal article estimated that 1,000
people per day experience SSN theft.

UW-Green Bay has recog-
nized that students need to be protected.
A committee was formed to examine
usage of SSN's. In December of 1996,
the committee’s recomendation was ac-
cepted to use the International Organi-
zation for Standardization numbers as
the primary ID number for students,
faculty, and staff.

It is important for students to
understand their rights. Professors can
not report your grades by using SSN's
or any combination thereof. You have
the night to change your [D number.
You have the right to privacy. You have
the right to identity. Do you understand
your rights as they are written above?

If this concerns you, speak to
your Student Association representa-
tives

Pentium
[.ab attracts
. students

By Tim Morey
Fox~Times Staff Writer

This semester the University
of Wisconsin-Fox Valley has updated
one of its main computer labs, and stu-
dents are urged to make full use of the
new Pentium lab.

The Pentium lab currently of-
fers access to e-mail accounts, helpful
lab assistants, and computers that have
recently been networked. The network
Tangents include all of the familiar pro-
grams and applications available in the
main computer lab. The lab will exclu-
sively be open to students, as scheduled
classes are held in the larger computer
lab.

The funding for the new lab
was supplied by a combination of two
sources. A government grant, which
was applied for in 1995, covered half
the cost, and the remainder was paid
with a portion of tuition dollars.

According to Professor Will-
tam Bultman, the process of organiz-
ing the acquisition of the computers
took a total of nine months, a relatively
short period of time. The 24 computers
that are in the Pentium lab were deliv-
ered a week before school started and
were installed the first week of classes.

When asking how long tt
would take before another lab would be
updated, Bultman said that another
grant proposal would be submitted
within the next three years, but hinted
that improvements in the other labs
would certainly be a possibility within
the next year or so.

[f you would like more infor-
mation about the new Tangent comput-
ers, visit the Tangent web-site at
(www . tangent.com.).
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A restricion of the contest
1s that the chosen participants
:re not 1o have ever kicked in
gamzed football.

“I never did any kicking other
an messing around in the back-
rd.)” Wisnicky sad.

The Titans assistant coach
3b Canny. said the contest was
artastic.”” He said he hopes the
sult will draw more students to
tan sporting events.

Canny also credited fellow
ssistant Coach Sahl Shaheed and
e Marketing Event Directors for
eir parts in creating the contest

In basketball season. an
BA-style three-point contest
1ght take place in addiuon to a
f-court shot contest with a
ward similar to last weekend's
211 goal contest

Wisnicky will be mailed a
10,000 check, which he said will
» used for his college education.
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OSA member suggests students
identification numbers

change

'BY ANNE SANFELIPPO
Reporter

University of Wisconsin-
Oshkosh students should not be
forced to use their Social Security
numbers as student identification
numbers, according to Oshkosh
Student Association member Maggie
Brown.

“There is no reason that you
should have to use your Social
Secunity number,” Brown said, "It
even says on the back of your Social
Security card, *Not intended to be an
1D number."™

Many schools in the University
of WisconsinSystem. including UW-
Oshkosh, use students’ Social
Security numbers as their primary
identification numbers. However,
representatives of The United
Council of UW Students said
strangers have access to students’
identification numbers and can find
out their grades, addresses and other
personal information.

Julie Wroblewsks, United
Council women’s 1ssues director.
said there have been cases of students
being tracked down by their
identification number and harassed.

Social Security numbers have also
been used fradulently.

Brown said students should
contact the Administration Office to
have their numbers changed. New
identification cards cost $10.
However, the students’ Social
Security numbers will always be used
for financial aid and registration.

Brown suggested students wait
until the end of the fall semester or
the beginning of the spring semester
torequest changes because switching
numbers can cause problems with
records of grades.

Some UW System schools are

realizing problems resultusing Social
Security numbers as rdenttication
numbers. UW-Green Bav students
have 1dentification numbers thatare
different than their Socal Scounny
snumbers. While the school does use
“Social Security numbers for vome
things.only asmall numberof people
have access 1o the numbers. UW.
Stout, UW-Whitewater and UW.-
Milwaukee are also changing their
student identfication numbers
“H students feel thar ther 1D
numbers  are used
inappropnately. they must contact
OSA.” Brown said.
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Faculty Senate reacts negatively to
general education credit proposal
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:| By Brenda Ingersoll
' | Police reporter

A former program assistant at UW-
Madison used computer files to steal
the identities of two professors,
according to a complaint charging her
] with obtaining private financial infor-
¥1 mation to seek credit.
|  Constance Miles, 35, admitted

using her access to the files of all uni-
‘| versity employees to glean informa-
tion about credit-worthy targets,
B | police said in the recently filed com-
-| plaint.
1 In one case, Miles picked an art
.| professor's name at random from UW
k| files and went home, where she
[ logged onto the World Wide Weéb to
| contact a company “that can take or-
B | ders for anyone requesting a credit
report on anyone in the United
E.| States,” the complaint said.
L Using the art professor's credit re-
| port, i Securi umber_ and
8 bank account numbers, Miles later
¥ impersonated the professor in a tele-
€1 -phone call to a Wheaton, 111, bank, in
¥ which she applied for a $25,000 li&e

W 1.//4/3"1?/1.';.'

Ex-UW worker _chzirged in electronic 'fdrgery

| Misuse of professors’ computer files alleged

of credit, the complaint said. The
shocked professor alerted authorities
when the bank sent the completed ap-
plication to the professor's home for
her signature, rather than to Miles’
address, as Miles had requested.

In another case, Miles obtained a
MasterCard under a sociology profes-

sor's name and ran up nearly $3,000

in charges, the complaint said.

Miles, also known as Constance
Grider, was booked into the Dane
County Jail Tuesday on 11 counts of
forgery, two of obstructing police and
two of computer crime. She was re-
leased pending an initial court ap-
pearance scheduled for Monday.

Miles, 2818 Tucson Trail, could not

< be reached. A person who answered

at Miles' UW-Madison work telephone
number said Miles had left her job as
a Program Assistant II in July. Miles’
home phone was disconnected. Her
attorney, T. Christopher Kelly, was

B s

traveling and
could not be
reached Wednes-
day, an aide said.

In another
case listed in the
complaint, Miles
admitted to uni-
versity police
that she got a
Visa gold card
under a third
woman's name,

Miles after using her
home computer to get personal infor-
mation about the woman from the In-
ternet

The charges that Miles obstructed
police stem from lies she allegedly
told when questioned by investiga-
tors, according to the complaint.

As for the forgery charges. it said
she impersonated an attorney and a
bank representative involved in two
civil cases filed against her. Miles al-
legedly faked their signatures in let-
ters she sent to the court, falsely
claiming that money judgments
against Miles had been vacated.

Staff writer Elizabeth Brizey con-
tributed to this report.




